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A California man accused of spying for China’s security service pleaded guilty to 

a U.S. criminal charge in a case touted by prosecutors as a “rare glimpse” into 

how Beijing gathers intelligence in America. 

Xuehua “Ed” Peng, who         

b ecame a naturalized U.S. 

citizen in 2012, was charged 

in September with acting as 

unregistered agent of a      

foreign government. As part 

of his plea agreement, the 

U.S. will recommend a      

four-year prison sentence 

and a $30,000 fine, instead 

of the maximum penalty of 10 years’ incarceration and a $250,000 fine, a       

prosecutor told a judge Monday in Oakland federal court. 

A U.S. crackdown on national security espionage by the Chinese government 

and theft of intellectual property that began under former President Barack 

Obama has escalated during the Trump administration’s trade war with China. 

At least three former U.S. intelligence officers have been convicted in recent 

years of   spying for China. Last year, the Justice Department launched a China 

Initiative targeting trade-secret theft, hacking and economic espionage. 

Peng, 56, worked as a guide for Chinese tourists in the San Francisco area,       

according to prosecutors. He was snared in a sting operation in which he          

allegedly hid envelopes with $10,000 to $20,000 in cash in hotel rooms and   

returned later to pick up memory cards containing classified security                

information that had been planted by U.S. agents. 

 

Accused Chinese Spy Pleads Guilty in        
U.S. ‘Dead-Drop’ Sting 
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Accused Chinese Spy Pleads Guilty in U.S. ‘Dead Drop’ Sting 
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After staging each of the so-called dead drops at hotels in Oakland and Newark, California, as well as          

Columbus, Georgia -- at least one of which the FBI recorded with a hidden video camera -- Peng would later 

fly to China with the cards to deliver them to his handlers at the Ministry of State Security, prosecutors      

alleged. 

The U.S. said it uncovered Peng’s identity as a spy through a double-agent operation in China started in 

March 2015. 

John Demers, the Assistant U.S. Attorney General for national security, said when Peng was arrested that his 

case exposes how Chinese intelligence officers collect information “without having to step foot in this       

country.” 

Peng’s attorney declined to comment after Monday’s hearing. 

The case is U.S.A. v. Peng, 19-cr-00589, U.S. District Court, Northern District of California (Oakland). 

 

WATCH SURVEILLANCE VIDEO OF ALLEGED SPY’S ‘DEAD DROP’ AT HOTEL: 

https://www.youtube.com/watch?v=Op5nROF7IAo 
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Source: U.S. Attorney's Office, Eastern District of New York, November 7, 2019 

Aventura Technologies, senior management charged with 
fraud, money laundering and illegal importation of     
equipment manufactured in China 

BROOKLYN, N.Y. -- A criminal complaint was unsealed today in federal court in 

Brooklyn charging surveillance and security equipment company Aventura   

Technologies, Inc., located in          

Commack, New York, and seven       

current and former employees with 

selling Chinese-made equipment with 

known cybersecurity vulnerability to 

government and private customers 

while falsely representing that the 

equipment was made in the United 

States and concealing that the       

products were manufactured in the 

People’s Republic of China.  Aventura 

has generated more than $88 million 

in sales revenue since November 2010, and the charged scheme has been         

ongoing since 2006. 

In addition to Aventura, the individual defendants charged in the complaint are 

Jack Cabasso, Aventura’s Managing Director and de facto owner and operator; 

Frances Cabasso, his wife and Aventura’s purported owner and Chief Executive 

Officer; senior executives Jonathan Lasker, Christine Lavonne Lazarus and      

Eduard Matulik; current employee Wayne Marino; and recently retired employee 

Alan Schwartz. 

Four of the individual defendants are also charged with defrauding the U.S.    

government by falsely claiming that Frances Cabasso was the owner and operator 

of the company in order to obtain access to valuable government contracts       

reserved for women-owned businesses when, in fact, Aventura was actually     

controlled by her husband, Jack Cabasso.  The Cabassos are also charged with 

laundering the monetary proceeds of these fraudulent schemes. 

 

“ charged 
with…..selling     
Chinese-made  

equipment with 
known cybersecurity 

vulnerability to   
government and   

private customers” 

Continued on Page 4 
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Six of the defendants were arrested this morning and are scheduled to be arraigned this afternoon before 

United States Magistrate Judge Ramon E. Reyes, Jr.  Law enforcement agents executed search warrants at 

Aventura’s headquarters in Commack, New York, and at the home of Jack and Frances Cabasso in Northport, 

New York.  The government has also seized the Cabassos’ 70-foot luxury yacht, and has frozen approximately 

$3 million in 12 financial accounts that contain proceeds from the defendants’ unlawful conduct. 

Richard P. Donoghue, United States Attorney for the Eastern District of New York; William F. Sweeney, Jr., 

Assistant Director-in-Charge, Federal Bureau of Investigation, New York Field Office (FBI); Joseph P.       

Dattoria, Special Agent-in-Charge, U.S. General Services Administration, Office of Inspector General        

(GSA-OIG); Leigh-Alistair Barzey, Special Agent-in-Charge, Defense Criminal Investigative Service,      

Northeast Field Office (DCIS);  J. Russell George, Treasury Inspector General for Tax Administration 

(TIGTA); Troy Miller, Director of Field Operations, U.S. Customs and Border Protection, New York Field   

Office (CBP); Jonathan D. Larsen, Special Agent-in-Charge, Internal Revenue Service, Criminal                   

Investigation, New York (IRS-CI); Jason T. Hein, Special Agent-in-Charge, U.S. Air Force Office of Special      

Investigations, Office of Procurement Fraud Investigations, Detachment Six (AFOSI); Leo Lamont, Special 

Agent-in-Charge, Naval Criminal Investigative Service (NCIS); and Teri L. Donaldson, Inspector General, 

U.S. Department of Energy, Office of Inspector General (DOE-OIG), announced the charges. 

“Ensuring the integrity of the US Air Force procurement process and the quality of the products provided to 

our warfighters is a top investigative priority of the Air Force Office of Special Investigations,” stated AFOSI 

Special Agent-in-Charge Hein.  “Those who seek to conduct business with the Air Force must be candid and 

truthful.  AFOSI will aggressively investigate those who attempt to defraud the Air Force, and will work with 

our law enforcement partners to identify and prosecute those who would take advantage of the USAF and its 

interests.  The victims are not just our men and women in uniform, but every American taxpayer.” 

“As alleged, the defendants falsely claimed for years that their surveillance and security equipment was    

manufactured on Long Island, padding their pockets with money from lucrative contracts without regard for 

the risk to our country’s national security posed by secretly peddling made-in-China electronics with known 

cyber vulnerabilities,” stated United States Attorney Donoghue.  “With today’s arrests, the defendants’ brazen 

deceptions and fraud schemes have been exposed, and they will face serious consequences for slapping phony 

‘Made in the U.S.A.’ labels on products that our armed forces and other sensitive government facilities       

depended upon.”  Mr. Donoghue expressed his appreciation to U.S. Army Criminal Investigation Command’s 

Major Procurement Fraud Unit for their work on the case. 

Continued on Page 5 
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“Greed is at the heart of this scheme, a reprehensible motive when the subjects in this case allegedly put into 

question the security of men and women who don uniforms each day to protect our nation,” stated FBI      

Assistant Director-in-Charge Sweeney.  “There is no mistaking the cyber vulnerabilities created when this 

company sold electronic surveillance products made in the PRC, and then using those items in our             

government agencies and the branches of our armed forces.  I cannot stress enough that we will do every-

thing we can to search out and stop any other company willing to cut corners and pocket profits that           

endanger the lives of Americans, and make this country less safe.” 

“The laws in place regulating government contracts ensure both the taxpayer and government receive quality 

goods and services at competitive prices.  In addition, they provide a fair opportunity and level playing field 

for all businesses seeking government contracts.  The General Services Administration’s Office of Inspector 

General will continue to work closely with our law enforcement partners to aggressively investigate             

allegations of fraud against the United States Government,” stated GSA-OIG Special Agent-in-Charge        

Dattoria. 

“The arrests and other enforcement operations that occurred today were the direct result of a joint              

investigative effort,” stated DCIS Special Agent-in-Charge Barzey.  “The introduction of counterfeit parts and 

materials into the U.S. Defense Department’s supply chain poses a significant risk and impacts America’s 

military readiness and our national security.  The DCIS is committed to working with its law enforcement 

partners and the U.S. Attorney's Office, Eastern District of New York, to ensure that individuals and          

companies who engage in fraudulent activity, at the expense of the U.S. military, are investigated and      

prosecuted.” 

“TIGTA’s mission includes investigating allegations of waste, fraud or abuse involving the Internal Revenue 

Service (IRS),” stated TIGTA Inspector General George.  “Mr. Cabasso and his co-conspirators secured    

products from outside of the U.S. while purporting that these products were made in America.  They then 

sold these products to the U.S. Government, including the IRS and other Government agencies.  TIGTA is 

committed to investigating and working with our law enforcement partners to root out this type of fraud from 

the Government contracting and procurement process.  I want to thank U.S. Attorney Donoghue for the 

steadfast support that he and his talented prosecutors gave to this investigation.” 

“U.S. Customs and Border Protection provided the critical link to an ongoing investigation that resulted in 

the takedown of an elaborate criminal enterprise,” stated CBP Director of Field Operations Miller.  “This case 

serves as a great example of collaborative law enforcement efforts to uncover and dismantle criminal          

enterprises that seek to defraud the United States government for personal gain while 

jeopardizing our national defense and causing economic harm to their competitors.” 

Continued on Page 6 
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“In today’s global economy, ‘Made in the USA’ is too sacred of a mark to fraudulently use for one’s self        

interest,” stated IRS-CI Special Agent-in-Charge Larsen.  “IRS-Criminal Investigation works diligently with 

our law enforcement partners to uncover con artists devising elaborate 

schemes to become independently wealthy. These allegations have       

serious national security implications that go beyond shameless at-

tempts at personal enrichment.” 

“Product substitution is a serious crime that puts our men and women in 

uniform at greater risk,” stated NCIS Special Agent-in-Charge               

Lamont.  “Our Sailors, Marines, and other armed services personnel    

deserve to have equipment that meets the highest standards for safety and performance, which will not fail 

them when it matters most.  Substandard and counterfeit parts simply cannot be depended upon.                   

Investigating product substitution and mitigating risks to the Department of the Navy supply chain is a top 

priority for the Naval Criminal Investigative Service.  NCIS has a cadre of Special Agents trained in all aspects 

of economic crime, tirelessly fighting fraud in the procurement process.” 

“The Department of Energy’s Office of Inspector General remains committed to ensuring the integrity and 

security of the Department’s vendors, especially given the serious nature of the Department’s mission,” stated 

DOE Inspector General Donaldson. “We take allegations of conspiracy against the U.S. Government very   

seriously and will aggressively investigate these matters to protect the Department and the American         

taxpayers. We appreciate the collaborative efforts of the DOJ and our other law enforcement partners.” 

The Country of Origin Fraud and Unlawful Importation Scheme 

As charged in the criminal complaint and in court documents filed today,[1] for over a decade Aventura lied 

to its customers, including the U.S. military, the federal government and private customers in the United 

States and abroad.  Under federal government procurement laws and regulations a product’s country of 

origin can impact a procurement officer’s decision to purchase a product.  A product’s country of origin also 

matters to some private sector customers.  In addition, all products imported into the United States must be 

marked with their country of origin.  Over the past decade, Aventura made upwards of $88 million, including 

over $20 million in federal government contracts, while claiming that it was manufacturing its products at its 

headquarters in Commack.  In fact, Aventura does not manufacture anything in the United States.  Instead, 

since at least 2006, Aventura has been importing products primarily from the PRC, then reselling them as 

American-made or manufactured in a small number of other countries. 
Continued on Page 7 
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Notably, Aventura imported networked security products from PRC manufacturers with known cybersecurity 

vulnerabilities, and resold them to U.S. military and other government installations while claiming that they 

were American-made.  Aventura similarly deceived private customers in the United States and abroad who 

paid a premium for what they believed to be American-made goods.  As a result, Aventura not only defrauded 

its customers, but also exposed them to serious, known cybersecurity risks, and created a channel by which 

hostile foreign governments could have accessed some of the government’s most sensitive facilities. 

For this conduct, Aventura and the seven individual defendants are charged with unlawful importation and 

conspiracy to commit wire and bank fraud. 

In the course of its investigation, the government intercepted and covertly marked numerous shipments from 

PRC sources to Aventura’s Commack headquarters.  In some cases, cameras shipped from the PRC were     

pre-marked with Aventura’s logo and the phrase “Made in USA,” accompanied by an American flag.  In many 

instances, the items were later resold to government agencies to whom the defendants falsely represented 

that the products were American-made. 

For example, in March 2019 the U.S. Navy ordered from Aventura a $13,500 laser-enhanced night vision 

camera that was specified as American-made on Aventura’s U.S. General Services Administration (GSA) 

price list.  (In fact, no item on Aventura’s GSA price list is listed as being made in the PRC.)  In April 2019, at 

a shipping facility in Jamaica, Queens, a team led by CBP officers intercepted a shipment from a PRC       

manufacturer (“PRC Manufacturer-3”) to Aventura that contained a camera matching the Navy’s order and        

surreptitiously marked it for later identification using a method that would not be apparent to a casual       

observer.[2]  Two weeks later, that same camera was delivered to Naval Submarine Base New London in 

Groton, Connecticut. 

In another instance, in September 2018, the Department of Energy (DOE) ordered approximately $156,000 

worth of networked automated turnstiles from Aventura, to be installed at a facility in Tennessee.  Aventura’s 

GSA price list described the turnstiles as American-made.  In January 2019, turnstiles matching DOE’s order 

were intercepted in a shipment from a PRC manufacturer and marked by CBP; one month later, they arrived 

at the DOE facility in Tennessee.  The crates shipped by Aventura to the DOE appeared identical to those that 

the CBP-led team had inspected, except that the shipping labels from the PRC directing the crates to        

Aventura had been peeled off, leaving behind visible traces of paper and glue.  A special agent with the      

DOE-OIG placed a call to Lazarus regarding the turnstile shipment in May 2015.  During the call, Lazarus 

falsely stated that the turnstiles were “U.S. made [in] New York  
Continued on Page 8 
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As a third example, in 2018, Aventura sold the U.S. Air Force 25 body cameras for use by Air Force security 

personnel at an Air Force base.  Aventura was contractually  

required to provide goods from a limited set of countries that 

did not include the PRC.  In August 2018, however, an Air 

Force service member observed Chinese characters on the    

built-in screen of one of the body cameras.  The body camera 

was sent for analysis to a specialist, who downloaded its       

firmware and found numerous indications that the camera was           

manufactured in PRC.  The camera contained multiple preloaded images that were apparently designed to 

display on the built-in screen—including the U.S. Air Force logo, the logo of the PRC Ministry of Public      

Security and the logo of PRC Manufacturer-1.  All three logos had been saved to the camera’s firmware using 

the same software, on a computer that was set to a time zone in the PRC—indicating that the camera’s      

manufacturer in the PRC had been aware that the U.S. Air Force was a likely end user of the camera. 

The defendants, working with counterparts in the PRC, took extraordinary steps to conceal this scheme.  In 

November 2018, Jack Cabasso exchanged emails with an employee of a PRC manufacturer of surveillance 

equipment (PRC Manufacturer-2), identifying the need to “hide” the name of PRC Manufacturer-2 from 

Aventura’s customers.  Cabasso wrote that Schwartz was “putting together a list” of steps to be taken.  One 

week later, Cabasso stressed the need to take steps so that “they cannot trace” the product to PRC              

Manufacturer-2, adding, “The housings are a problem since you publish them on your website but nothing 

we can do about that.”  Cabasso added that “the biggest problem” was that PRC Manufacturer-2’s initials 

were marked on its circuit boards, and said that he had “lost several potential customers” because of similar 

practices by another PRC manufacturer (PRC Manufacturer-1).  The employee responded that the company’s 

initials would be removed from all circuit boards shipped to Aventura.  Lasker was copied on all of the emails 

in this sequence. 

Similarly, in December 2018, Jack Cabasso and Marino exchanged emails with employees of another PRC-

based digital video equipment manufacturer (PRC Manufacturer-4).  Marino complained to the employees 

that “communication from the server to the client contains [PRC Manufacturer-4’s name] visible in clear 

text.  This should be changed.”  When one of the employees wrote that this could not be changed, Cabasso 

responded: “WE CANNOT HAVE CUSTOMERS ABLE TO SEE” PRC Manufacturer-4’s name, later adding, 

“we also sent a sample to a customer and he found [PRC Manufacturer-4]. . . branding in the [operating     

system] which is a problem.”  Schwartz and Lasker, among others, were included on these communications. 
Continued on Page 9 
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On or about November 23, 2016, Jack Cabasso sent an email to a GSA representative accusing 12 other GSA 

contractors of selling products to the U.S. Government that were manufactured by a PRC manufacturer of 

surveillance equipment (PRC Manufacturer-1).  Cabasso asserted that this was a “big problem” and “doesn’t 

get any worse,” because PRC Manufacturer-1 was “actually the Communist Chinese Government and ha[d] 

‘significant’ cybersecurity issues aside from” compliance with U.S. laws specifying country-of-origin            

requirements for government purchases.  Cabasso stated that PRC Manufacturer-1 “will acknowledge they 

manufacture no products outside of China,” and appended an article about the removal of cameras            

manufactured by PRC Manufacturer-1 from the U.S. Embassy in Afghanistan. 

Notably, Aventura was importing security equipment from PRC Manufacturer-1 while Jack Cabasso was 

complaining to GSA about other contractors’ supposed dealings with the company.  For example, bank      

records show that Aventura wired funds to PRC Manufacturer-1 in the PRC on or about October 31, 2016 and 

November 29, 2016.  And, law enforcement records show that on or about December 13, 2016, Aventura    

Imported from PRC Manufacturer-1 in PRC an approximately 1,800-pound shipment of goods manifested as 

“digital video.” 

In November 2018, Jack Cabasso and Matulik communicated with a potential distributor in Qatar, who 

asked for assurance that Aventura’s cameras were American made.  Cabasso responded: “I believe Ed        

confirmed that they are made in the Aventura factory here in New York and [anyone] may visit at any 

time.”  Cabasso attached what purported to be a photograph of Aventura’s assembly line, depicting a row of 

seated individuals in blue lab coats and protective hairnets working at laboratory benches—a photograph that 

also appears on Aventura’s website.  In reality, this photograph first appeared in a trade publication article 

recounting a reporter’s visit to PRC Manufacturer-1’s manufacturing facility in Hangzhou, PRC, and it depicts 

PRC Manufacturer-1’s assembly line, not Aventura’s. 

The Scheme to Misrepresent Aventura as a Woman-Owned Small Business 

Jack and Frances Cabasso, along with Lasker and Lazarus, falsely represented on numerous occasions that 

Frances Cabasso was the chief executive of Aventura.  In fact, the true chief executive officer of Aventura was 

Jack Cabasso, and Frances Cabasso played a minimal role at the company.  This misrepresentation gave 

Aventura access to government contracts that were set aside for women-owned small businesses, a category 

that is legally defined to include only those businesses owned by women, where management and daily      

operations are also controlled by one or more women. 

 

 

Continued on Page 10 
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In order to win these set-asides, the defendants represented to the public that Frances Cabasso controlled 

Aventura.  Aventura’s website and its GSA webpage identify Aventura as a woman-owned business, and the 

defendants repeatedly certified to the GSA and stated to government procurement officers that Aventura is a 

woman-owned business.  For example, on or about January 13, 2014, a GSA employee emailed Frances 

Cabasso to “verify if Aventura Technologies, Inc. is a Woman-Owned business.”  She replied: “Yes we are still 

a certified women-owned business.”  Aventura has won numerous contracts from the federal government on 

the strength of its status as a woman-owned business. 

As Jack Cabasso repeatedly admitted, he was the true chief executive officer of Aventura.  In 2017, Jack 

Cabasso emailed an Air Force procurement officer, stating in part, “I am the Managing Director of Aventura 

Technologies and the senior most person within the organization.”  Similarly, in a 2018 deposition, Cabasso 

said that his job responsibilities were to “oversee all operations of the company.”  By contrast, Frances   

Cabasso has worked as a bookkeeper at an unrelated accounting firm since 2011 and is rarely present at 

Aventura’s offices.  At times, emails sent to Frances Cabasso’s email address appear to have been auto-

forwarded to Jack Cabasso who sometimes signed his responses in Frances’s name.  The defendants joked 

about the fact that Frances Cabasso did not work at Aventura.  For example, in an instant message exchange 

on December 5, 2016 between Jack Cabasso and Lazarus, both defendants discussed moving another         

employee into “Fran’s” office—the office of the purported owner of the company—putting the name “Fran’s” 

in quotation marks. 

The Money Laundering Scheme 

Jack and Frances Cabasso siphoned Aventura’s illegal profits out of the company through a network of shell 

companies and intermediaries.  The funds were then directed to investments owned by the Cabassos or    

controlled for their benefit. 

Between 2016 and 2018, Aventura transferred approximately $2 million to an attorney escrow account      

belonging to a Long Island, New York-based law firm (Law Firm-1), some of which appears to have been    

Intended to conceal the source of the funds.  For example, on or about May 24, 2016, Aventura transferred 

$450,000 to Law Firm-1.  On the same day, Law Firm-1 paid a total of $435,000 towards the purchase of a 

new home for a relative of Jack and Frances Cabasso. 

Similarly, in early 2018, Aventura transferred $675,000 to Law Firm-1.  Those funds were loaned out to a 

separate company for use in purchasing a house.  When that company repaid the loan to Law Firm-1, the  

proceeds, totaling approximately $682,000, were transferred to Frances Cabasso. Continued on Page 11 
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In addition to the transactions through Law Firm-1, Aventura has transferred at least $2.75 million to shell 

companies owned by Frances Cabasso.  Those funds were then transferred to a number of accounts,             

including Frances Cabasso’s personal bank account and the business account of a lawyer retained by Jack 

Cabasso.  Some of these funds were returned to Aventura’s bank accounts, in transactions having no             

discernible economic purpose. 

In addition to these and other transfers, Aventura has made approximately $1 million in payments since 2013 

related to the Cabassos’ 70-foot luxury yacht, known as the Tranquilo, which is moored in the gated           

community where the Cabassos reside.  Although Aventura is the purported owner of the Tranquilo, the 

yacht appears to have no connection with Aventura’s corporate business, and its rental income flows to the 

Cabassos, not to Aventura. 
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Spy Dust: Two Masters of Disguise Reveal the Tools 
and Operations that Helped Win the Cold War 

 Antonio and Jonna Mendez, with Bruce Henderson 

  The authors, headed up the Disguise and Documents Division of the CIA’s Office of 
Technical Service.   

Moscow, 1988. The twilight of the Cold War. The KGB is at its most ruthless, and has now   
indisputably gained the upper hand over the CIA in the intelligence war. But no one knows how. 
Ten CIA agents and double-agents have gone missing in the last three years. They have either 
been executed or they are unaccounted for. 
At Langley, several theories circulate as to how the KGB seems suddenly to have become       
telepathic, predicting the CIA's every move. Some blame the defection of Edward Lee Howard 
three years before, and suspect that there are more high-placed moles to be unearthed. Others 
speculate that the KGB's surveillance successes have been heightened by the invention of an  
invisible electromagnetic powder that allows them to keep tabs on anyone who touches it: spy 
dust. 

1.  

Cassidy’s Run: The Secret  Spy War Over 
Nerve Gas 

David Wise 

Cassidy's Run is the riveting story of one of the best-kept secrets of the Cold 

War—an espionage operation mounted by Washington against the Soviet Union 

that ran for twenty-three years. At the highest levels of the government, its code 

name was Operation shocker. 

 

Lured by a double agent working for the United States, ten Russian spies, includ-

ing a professor at the University of Minnesota, his wife, and a classic "sleeper" 

spy in New York City, were sent by Moscow to penetrate America's secrets. Two 

FBI agents were killed, and secret formulas were passed to the Russians in a    

dangerous ploy that could have spurred Moscow to create the world's most power-

ful nerve gas. 
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Huge DNA Database Just Waiting for Big Ol’ Hack 

Source: Popular Mechanics, By Caroline Delbert, 06 November 2019  

Genealogy and security are clashing yet again, this time over the massively crowdsourced DNA database 

GEDmatch. MIT Technology Review reports that computer science researchers designed targeted attacks 

that breached the GEDmatch database by making complex search strings that let them guess much of users’ 

DNA. 

The founder of GEDmatch, Curtis Rogers, told Tech Review  he’s not that surprised, because genealogy has 

always involved sharing information and comparing it directly to others to find commonality. This has been 

exploited in the past by social engineering, the low-tech but effective form of hacking that involves searching 

for written-down passwords, asking personal questions to glean security clues, and more. 

We’re all asked for our mother’s maiden name, which is an anachronism in a hundred ways in 2019, least of 

all that it’s very easily findable on any genealogy site. Even sites that attempt to use other information still 

ask for family names and relationships, probably because users who don’t understand the importance of a 

secure password also won’t spend time or energy to make secure passwords, let alone remember them      

without an accessible hint. 

Now, services like Ancestry or 23andMe bank users’ genome data, 

and amassing more and more sample data lets their results grow 

more specific and accurate by reducing the margin of error. But 

these services are also likely selling your genome to drug           

companies or even insurers. It seems like there’s a paradox in    

information security where users are so sure their identity will be 

stolen or their data will be sold that they choose not to worry 

about it or attempt to prevent it. 

Enter GEDmatch, a user-sourced database designed to help match people with unknown relatives. Because   

of the openness and accessibility of the project, it’s available to law enforcement as well. (Last year, California 

police revealed they used GEDmatch to finally ID the notorious Golden State Killer.) Without your express 

permission, law enforcement can only obtain your DNA if you’re arrested for a related crime.  But                 

departments are beginning to collect samples from entire communities as a way to, purportedly, exclude the 

innocent. 

With that in mind, it’s easy to see why the vulnerability that researchers found in GEDmatch is so troubling. 

They put together a DNA profile and uploaded it to the site, which in turn unlocked the ability to search for 

close matches. GEDmatch is run by volunteers who have, apparently, done too good a job building their user 

interface and search capability; this specific kind of attack only works on their system, 

not those of commercial sites like Ancestry or 23andMe. 
Continued on Page 14 
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Experts told Tech Review that one of the big ways an open database could be exploited is that strangers 

could claim to be relatives in order to gain an advantage. Think of the classic “Nigerian prince” scam, but 

with an even more tempting sheen of science-y credulity based on shared DNA. The reason commercial test-

ing sites aren’t vulnerable is that they don’t let users share their own data. If someone sought to defraud 

23andMe in the same way, they’d have to do something like take a sample from another person and submit 

it as their own. 

If GEDmatch is like a bank of data, right now the bank doesn’t even have a security guard snoozing by the 

front door. Years ago, internet users at corporations or universities would share corporate credit card          

information or FedEx account numbers on public websites they just assumed strangers would have no rea-

son to look at, and this mismatch of audience and intention is nothing new. Hopefully other services can 

learn from this hack and better secure their information. 
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Source: DefenseNews, 21 November 2019, By Mike Yeo  

Satellite Images Reveal Location of China’s First Locally 
Built Aircraft Carrier 

MELBOURNE, Australia — China’s first domestically built aircraft carrier has 
sailed through the Taiwan Strait and into the South China Sea as the country 
continues to test the vessel’s systems prior to its commissioning into the People’s 
Liberation Army Navy. 

A satellite imagery released by Maxar Technologies confirms that the Type 001A 
aircraft carrier was moored at the Yulin Naval Base near the city of Sanya on Hai-
nan island, China.  

The high-resolution imagery also shows a total of seven Shenyang J-15 Flying 
Shark multirole fighters onboard the carrier’s flight deck, along with four    
Changhe Z-18 helicopters. 

All of this confirms recent postings on social media showing the carrier off the 
coast of Sanya on Nov. 20. 

Continued on Page 16 
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Continued from previous page 

Satellite Images Reveal Location of China’s First Locally 
Built Aircraft Carrier 

The Type 001A carrier is on its ninth cruise since it was launched at a              
state-owned shipyard in the northern Chinese port city of Dalian in April 2017, 
where it is being fitted out and going through sea trials. 

The ship left for its latest cruise Nov. 14. According to a statement issued by the 
People’s Liberation Army Navy, it transited through the Taiwan Strait on its way 
to the South China Sea for “scientific tests and routine drills.” 

Meanwhile across the strait, the self-ruling island of Taiwan, which is seen by 
China as a rogue province, denounced the carrier’s passage and accused the 
mainland of trying to intimidate the island, adding that American and Japanese 
warships shadowed the carrier as it sailed through the area.  

The Type 001A carrier is 
the first aircraft carrier 
that China has built 
from the ground up. It 
follows the Liaoning, 
which was the former 
Soviet carrier Varyag, 
which China bought and 
refurbished. The       
Liaoning entered service 
with the People’s       
Liberation Army Navy 
in 2012.  

The Type 001A differs from the Liaoning, including a slightly revised flight deck 
as well as differences to the bridge and sensor arrangement. However, both        
carriers launch their primary combat aircraft, the J-15, via an inclined ski jump 
at the bow. 

However, compared to a fixed-wing aircraft, an airborne early warning helicopter 
has severe shortcomings in endurance, which reduces the asset’s time on station 
and operating altitude, which in turn reduces the effectiveness of the radar. 

China is also building the hull modules of its third aircraft carrier at a shipyard in 
Shanghai, which is expected to be equipped with an electromagnetic aircraft 
launch system. This will allow larger and heavier aircraft to operate from the    
carrier, and will potentially enable the naval service to equip its ships with      
fixed-wing airborne early warning aircraft. 
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IP Attaché Program: 

The Intellectual Property (IP) Attaché Program works to improve IP systems and to 
help U.S. stakeholders internationally.  IP attachés directly assist U.S. businesses 
and advocate to improve IP policies, laws, and regulations abroad. 

To get started and find out more go to —   

https://www.uspto.gov/ip-policy/ip-attache-program  

Regional IP Attaché 
Offices located in: 

Brazil 

China - Beijing 

China - Guangzhou 

China - Shanghai 

European Union 

India 

 

Kuwait 

Mexico 

Peru 

U.S. Mission to WIPO/
WTO 

Thailand  

Ukraine 
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RED DART Agency Spotlight 
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Instructions: 

1. Print out page on heavy paper (ex. resume, or card 
stock) 

2. Cut out shape 

3. Score or fold on solid lines 

4. Cut on dotted lines 

5. Apply glue on triangles with numbers 

6. Fold and adhere glue (see folding                        
tutorial on YouTube, search term                                                    
“Geoball”  
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Current  RED DART Teams 

* RED DART North Carolina * RED DART Southern Virginia * RED DART Huntsville  * RED DART South Carolina 

* RED DART Central Virginia * RED DART Gulf Coast * RED DART Chicago * RED DART North Texas 

* RED DART North Mississippi  * RED DART Indiana * RED DART Silicon Valley * RED DART South Florida 

* RED DART Tennessee * RED DART Sacramento * RED DART Greater Los Angeles * RED DART Colorado 

* RED DART Southwest Ohio  * RED DART Hawaii * RED DART San Diego *RED DART Japan 

The stated purpose of the RED DART program is to create a unified, cross-agency team of 
counterintelligence professionals dedicated to the protection of classified and sensitive        

technology research throughout a given area of responsibility (AOR). RED DART operates under 
a “shared leadership” principle, which allows each partner agency to own the program while 

being responsible and responsive to the other partner agencies.  

Contact your servicing RED DART representative for additional information on the articles and information contained in this 
newsletter.  

New RED DART teams are forming regularly throughout the U.S. Contact your servicing Defense Counterintelligence and      
Security Agency (DCSA) CI agent or Federal Bureau of Investigation (FBI) CI agent to see if a team is being established in your 
area.  


